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There have been recent reports in the media about employees that have been fired for blogging and employees leaking confidential information or trade secrets in their blogs.  The National Post Business reported in April 2005 that Bell Mobility, Rogers Wireless, and Fido have apparently all had trade secrets leaked by blogging employees.  

This is perhaps the greatest area of concern for employers with respect to their employees’ blogging.  The National Post reported that Google had dismissed a newly hired employee, Mr. Mark Jen, because in his website he had described a rather dull orientation and first day process, had given his impressions of company financial data, described new products, and commented on social affairs that were company sponsored.  Publicly Mr. Jen maintains that the disclosure was accidental and thought that his communications were private.  He had only given his domain name to family and friends.  Whatever his intentions were, others were able to link to his site, and company information was spread in this fashion.

Another area for concern is the use by employees of trademarks, copyrights and company logos without authorization. Although the full story is difficult to glean from the blogs of the individuals, this appears to have happened to a corporation called Technorati when one of its employees, Niall Kennedy, associated trademarks and logos with Nazi uniforms in one of his blogs.

Employers are also concerned that their business will be associated with the acts of employees that it does not endorse or which it thinks are inappropriate.  From media and internet reports, this is why the “Queen of the Sky”, Ms Ellen Simonetti, was dismissed from her job as a flight attendant for Delta Airlines in October 2004.  The employee posted photos of herself in sexually suggestive poses while wearing the uniform on her website.  She claims to have been anonymous in her website and never named herself, her employer, or the city in which she worked.  However, the employer deemed the photographs inappropriate and decided to dismiss Ms Simonetti.  Apparently she has filed a human rights complaint in the U.S.

It has also been reported that employees have been dismissed for venting their frustrations about their employers, for complaining about their immediate superiors or their failure to be promoted.  This can have a poor effect on morale within the company, can undermine the effectiveness of superiors, create a poor impression of the company environment, and may lead to allegations of defamation or harassment by either the employee or the superior in question.

There have also been media reports that some employees in the technology sector view blogging and responding to customer complaints and queries as if it was an extension of their jobs.  The National Post in its article in April 2005 indicated that such was the view of some Telus employees when accessing a forum for mobile telephone complaints and comments.  This raises a host of concerns for employers ranging from whether the employees are actually “working” for the purposes of employment standards legislation and are required to be paid for the time that they spend “assisting customers”, to corporate liability for the representations, acts or omissions of these individuals. 

One of the pro-active ways in which employers can deal with these issues (before they become issues) is to ensure that all new employees sign employment contracts with confidentiality provisions and that a company policy on blogging is established and enforced. 

Since an employer is not bound by any right or duty with respect to free speech, it may be possible when hiring an employee to seek his or her agreement that if he or she maintains a blog, no comment whatsoever will be made about the workplace or the company’s products.  Whether this kind of prescription in an employment contract will be void on public policy grounds remains to be seen.  However, for some companies, it may not be desirable to ban blogging.  It can be an effective marketing tool since it can promote and popularize products. Some companies want to encourage a creative process in product design by having their employees engage in interactions with customers.  This is the approach that Sun has taken.  It has created a company-sponsored site and its top executives participate in the process.

If blogging is acceptable to an employer then guidelines or policies with respect to conduct and content should be put in place.  Any policy should contain a description of what is acceptable and unacceptable conduct.  If companies have business conduct rules, those should be referred to or incorporated in any blogging policy.  Employees should be required to clearly identify that the blog is a personal site and not associated with any corporation, product or employer, and that the views expressed are his own and not the views of anyone else.  This is particularly so if an employer is going to permit employees to discuss products or work related subjects.  Employees should be told to be polite, not discriminatory, rude or offensive and that they are required to abide by all copyright and other relevant legislation in their communications.  They should be reminded that they have certain confidentiality obligations whether or not they have signed agreements to that effect.

Finally, the sanction for breach of the policy should also be identified in the policy.  For instance, if a breach of these policies may lead to the employee’s dismissal with or without cause, those repercussions should most certainly be identified.  

Having a published policy will assist employees in knowing what the company’s expectations are, and may avoid problems such as inadvertent disclosures of financial data as occurred in the Google case.

In addition, if sufficiently serious, and if adequate and appropriate warnings have been given, breach of a company policy may permit an employer to dismiss the blogging employee for cause.

In Ontario, in a non-union environment, employers may dismiss employees “with” or “without cause”. Without cause means that an appropriate severance package or termination pay is given, and “with cause”, means that the employee has misconducted himself in such a way that the law does not require the employer to pay an employee any amount in respect of the termination. The employee can be asked to leave the premises without further compensation.

If, however, a company does not wish to lose an otherwise valued and productive employee because of his or her statements while blogging, issues may be resolved by meeting with and coaching the employee on proper communications. Whether or not this kind of employee relations will be effective depends on the personality of the employee, and his or her intentions while blogging. In some cases, if an employee does harbour ill will towards his or her employer, no amount of coaching whatsoever will effect a positive change.  

An employee may also be given a warning letter which describes the offensive or inappropriate commentary and conduct and requires the employee to stop the impugned activity or face dismissal.

It should be noted that there is no legal requirement for an employer (in a non-union environment) to undertake a process of progressive discipline before dismissing employees without cause.  However, if an employer has published policies, which indicate that such progressive measures will be taken, it should do so before dismissal without cause to avoid additional damages for conducting itself in bad faith.  

In some circumstances a company may feel that  it has no option but to dismiss an employee behaving inappropriately in his or blogs. Employers may need to  send a message of zero  tolerance to  other employees, or the conduct may be of such gravity that  the employer has lost confidence in the employee. In such a case the employer must decide whether to proceed by way of “cause” or “without cause” termination.

In the province of Ontario, if an employee is not a member of a union, he or she can be dismissed for any reason (that doesn’t violate the Ontario Human Rights Code), without cause, by providing the employee with reasonable notice at common law or pay in lieu thereof (absent contractual terms to the contrary).  It is possible to contract out of the common law, or to specifically define the amount of notice or pay in lieu that an employee will receive.  However, absent such a contract, it is an implied term of every (non-union) employment contract in the province of Ontario that reasonable notice of dismissal will be provided.  The precise amount of notice required to be given depends on the specific circumstances of each individual employee, having regard to:  hiring (whether or not the employee was induced to leave previous secure employment), his or her age and length of service, character of employment, salary level, employability, and the manner of dismissal, among other factors.

Thus, an employer may dismiss an employee for blogging so long as proper notice or pay in lieu thereof has been provided.

However, if an employee has so misconducted him or herself that he or she has repudiated the contract of employment, then the employee can be dismissed for ‘cause’.  Historically, just cause terminations have been upheld for conduct such as theft or fraud, dishonesty, insolence or insubordination, and revelation of character. However, the test that an employer has to meet in order to uphold a dismissal for cause in the Courts is an onerous one.

To date, I have been unable to locate any cases in Ontario, in which dismissal for cause has taken place in the context of blogging. It is likely that the courts will analyze the conduct in traditional terms. 

Activities outside of work can constitute just cause, but only if the conduct is prejudicial to the best interests of the employer.  Courts will look at the seriousness of the outside activity, and whether it adversely affects the employment relationship, whether it was repeated conduct or an isolated incident, and whether the conduct or activity was intentionally directed at hurting the company, when determining if the conduct is justification for dismissal with cause. Thus if disclosure of confidential data in a blog was inadvertent, and occurred only once, such conduct may not meet the “cause” test. 

Misconduct that reveals the untrustworthy character of an employee may also  justify termination with cause. This is conduct which raises doubt about an employee’s honesty, character, morality, judgment or ethics. 

In the early twentieth century adultery was held to constitute just cause, but not in recent years because of the changes in society’s standards of morality. I doubt that an employer in Ontario would have been able to sustain a dismissal for cause of the Delta employee referred to  earlier. 

If, however, if an employees comments while blogging reveals a character that seriously undermines or impair the essential trust and confidence the employer is entitled to place in its employee, then a “for cause” dismissal will be upheld.” There have been cases in Canada where just cause termination has been upheld due to loss of trust, or insubordination, where an employee makes public derogatory remarks about the employer and his co-workers, or to customers. Thus the analysis in these cases can be applied to comments made in blogs. However, great caution must be exercised when terminating for cause, since the courts will examine carefully any mitigating circumstances, and tend to want to give employees the benefit of the doubt. Additional damages may be awarded against employers for pursuing a weak cause case, and depending on the employee’s length of service and the court’s view of the employer’s conduct those damages can be large. 

Finally, before resorting to any disciplinary measures, including dismissal with or without cause, the employer must review the all the circumstances surrounding the employee, and determine whether or not the employee is entitled to ‘whistle blower’ protection.  While the Province of Ontario does not have general ‘whistle blower’ protection, there are certain statutory protections against reprisal, of which an employer must be aware. If the employee has launched complaints under the Occupational Health Safety Act, environmental protection legislation, or has sought to assert rights under the Employment Standards Act, employees are protected from reprisal. 

In summary, an employer can take pro-active measures to prevent problems, and is cautioned against making any discipline or dismissal decisions lightly or in the heat of the moment. Careful consideration should be given to the seriousness of the problem, and to responding in a fashion that matches the gravity of the situation. If employment must be terminated, it is usually less costly in the long run to proceed by way of dismissal without cause. Just cause should be reserved for only the most serious of cases, and after consultation with employment counsel. 

